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MCCS-AD 







    
21 July 2004

MEMORANDUM FOR All Academy Battalion Personnel

SUBJECT: Automation Security - (Policy Memorandum #18)

1.  The safeguarding and accountability for automation equipment is the responsibility of all hand-receipt holders and individual users.  This policy covers desktop computers, monitors, printers, and laptop computers.

2.  Physical protective measures for desktop computers, monitors, printers and laptop docking stations are as follows:  


a.  All automation equipment will be secured to an immobile object (e.g., a desk) with the use of at least one security cable and lock.


b.  Security checks will be conducted daily IAW AR 190-51, para 1-4e(2), which states that “all activity chiefs will control and safeguard all supply and equipment areas and will establish end-of-day security checks using SF 701” (Activity Security Checklist).  


c.  All notebook computers will be kept in continuous surveillance by the individual user, or by those assigned to the individual user’s activity (office workers).  When left unattended or at the end of the day, notebook computers will be stored utilizing the two barrier concept (a locked door and at least one other locking device).  If the notebook computer is taken out of the office for any reason, it is the user’s responsibility to properly secure it at all times.

3.  A copy of this correspondence will be permanently posted on all official bulletin boards throughout the Academy Battalion.

EXCELLENCE IN ACTION!
  ERIN P. EDGAR
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