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            17 July 2003

MEMORANDUM FOR All Members, 187th Medical Battalion
 
SUBJECT: Use of Government Computer Systems and Internet Web Sites Command Policy #45
 
 
1. REFERENCES:  
 
     a.  AR 350-19, Information Systems Security
 
     b.  HQs U.S. Army Garrison (USAG), Ft. Sam Houston policy Memorandum No. 7, Use of Federal Government Communications Systems and Resources.


c.  Department of Defense Directive 5500.7-R, “Joint Ethics Regulation,” Section 2-301.

2.  GENERAL RULES FOR COMPUTER SYSTEMS:  The 187th Medical Battalion computer systems shall be used for official use and authorized purposes only.  The soldier’s/employee’s supervisor must first approve any nonofficial use by soldiers/employees.  Supervisors will grant permission for authorized purposes only.
 
     a.  Whenever possible, transact personal business before or after your work hours or during lunch or other authorized breaks.
 
     b.  If during normal work hours, keep the communications infrequent and short.
 
     c.  The Federal Government must not incur any long distance charges or other fees for these communications.
 
     d.  It is unauthorized to solicit business, advertising, or other selling activities in support of a private business enterprise, or any other use that would reflect adversely on the Department of Defense or which are incompatible with public service.
 
     e.  The communications must not adversely affect official duties.
f.  The communications must not reflect adversely on the Department of Defense.  For example, the use may not involve pornography, chain letters, unofficial advertising, soliciting, illegal activities, or classified materials.
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     g.  Supervisors may permit soldier’s/employees’ limited personal use of computer systems if the supervisor determines that the use:
 
         (1)  Does not adversely affect official duties; 
 
         (2)  Is of reasonable duration and frequency, made only during the employees personal time.
 
         (3)  Does not involve pornography or any other material that reflects adversely on the Department of Defense.
 
         (4)  Does not  create additional cost to the Department of Defense.

h.  Email etiquette is necessary when communicating via email, be courteous and conscientious.  The following guidelines are established to ensure proper email etiquette:

(1)  Be professional and careful regarding what you say about

others.  What you say may be forwarded to an unintended audience. Use discretion in forwarding email, especially from general officers or senior executive service members.

(2)  Write complete sentences but be concise.  Do not use all

CAPS when writing-that is normally construed to be shouting at the recipient.  Conversely, do not write in all lower case, as this shows poor writing style.

(3)  Use spell check before sending.

(4)  Address your email only to those who need to respond to
the message.  Do not send to all on distribution list or use reply to all button when replying to a message sent to a large group unless necessary. 

(5)  Use a descriptive subject line.  If you reply to a

message but talk about a different subject, change the subject line to reflect the new subject matter.

(6)  Answer messages within a reasonable time (within 24
hrs).  If you will be out of the office for more than a day or so, use the “Out of Office Assistant” feature.

    (7)  Do not send chain letters or forward virus warnings.  It is the responsibility of the mail administrator to forward email concerning viruses.
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3.  SUPERVISORS’ AUTHORITY:  Supervisors must monitor soldier/employee use of communication systems and other resources to ensure the above guidance is followed.  Supervisors have the authority to limit or revoke all use of computer systems and resources for abuse of the above noted restriction.  Violations and improper use of Computer Systems and the Internet can also result in UCMJ action.
 
 
 
 





    JOHN M. COLLINS






    LTC, MS






    Commanding
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